Tech Mahindra Partners with FireCompass to Launch
Continuous Automated Red Teaming Assessment
(CARTA) for Large Enterprises
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Partnership to help customers add external attack surface management and

testing to strengthen their cybersecurity protocols.

United States/India — 5" July, 2022: Tech Mahindra, a leading provider of

digital transformation, consulting, and business re-engineering services and
solutions, today announced a strategic partnership with FireCompass, a
leader in Autonomous Red Teaming and External Attack Surface
Management. The partnership will launch CARTA-as-a-service to help
enterprises discover cyber-vulnerabilities and secure business-critical assets

against cyber-attacks.

With Tech Mahindra's CARTA-as-a-service the customers will be able to
address risks and mitigate vulnerabilities before they can be identified and
exploited by an attacker. CARTA provides an end-to-end solution that allows
continuous and automated discovery of the digital attack surface. With the

help of CARTA, Tech Mahindra’s customers will be able to defend their critical


https://www.techmahindra.com/en-in/techmahindra-overview/

assets against advanced adversaries by identifying attack surfaces and paths

which can cause the most damage to an enterprise.

Kunal Purohit, Chief Digital Services Officer, Tech Mahindra, said, “In
today’s phygitally connected world, guarding the cyber frontier has become
imperative. It is no longer enough to do occasional or manual penetration testing
to prevent revenue loss caused by cyber-breach. There is a pressing need for
holistic and advanced cyber-defense solutions to safe-guard business critical
data. The partnership with FireCompass will assist our customers with continuous
security risk assessments and maintaining up-to-date security postures. The
smart automation offering can be used by any kind of customer, in a wide range

of industries, to thoroughly assess and strengthen their cybersecurity strategies.”

Traditionally, most organizations conduct security testing a few times a year
against a partial list of known digital assets, leaving out unknown or
forgotten technologies. To address this, Tech Mahindra and FireCompass will
join forces to offer global enterprises a system that automatically
understands the vulnerabilities, determines the method of exploitation, and
launches safe attacks which mimic a real-world threat. CARTA identifies
attack paths that conventional tools miss out on. The game-changing
approach will also provide Tech Mahindra’s customers with continuous and
holistic visibility of the security posture of their enterprise and give them the

information needed to protect against common attack scenarios.



Bikash Barai, Co-Founder, FireCompass said, “The volume of attacks on
enterprises is increasing by the day and occasional or manual Red Teaming is no
longer enough. At FireCompass, our vision is to help organizations continuously
discover and test their attack surface using the same methods as that of
attackers. We are delighted to partner with Tech Mahindra, the leading provider
of digital transformation solutions, to help customers to continuously discover

and test their attack surface.”

The new partnership with FireCompass further strengthens Tech Mahindra’s
market position and ease of service to customers that expect nothing less
than world-class cybersecurity solutions. The partnership also underlines the
company'’s focus on digital growth, under the NXT.NOW™ framework, which is
focused on leveraging next-generation technologies to deliver disruptive
solutions today, further enable digital transformation, and meet the evolving

and dynamic needs of its customers.

About FireCompass

FireCompass is a SaaS platform that uniquely combines External Attack
Surface Management (EASM), Continuous Automated Red Teaming (CART)
and Ransomware Attack Surface Testing (RAST). The “Attack & Recon
Platform” of FireCompass, continuously indexes and monitors the deep, dark
and surface webs using nation-state grade reconnaissance techniques. The
platform automatically discovers an organization’s external attack surface

and launches multi-stage safe attacks, mimicking a real attacker, to help



identify and prioritize vulnerabilities that are most likely to be attacked. To

learn more about FireCompass please visit www.firecompass.com.

About Tech Mahindra

Tech Mahindra offers innovative and customer-centric digital experiences,
enabling enterprises, associates and society to Rise. We are a USD 5.1 billion
organisation with 121,900+ professionals across 90 countries, helping 997
global customers, including Fortune 500 companies. We are focused on
leveraging next-generation technologies, including 5G, Blockchain,
Cybersecurity, Artificial Intelligence, and more, to enable end to end digital
transformation for global customers. Tech Mahindra is one of the fastest-
growing brands and amongst the top 15 IT service providers globally. Tech
Mahindra has consistently emerged as a leader in sustainability and is
recognised amongst the 2021 Global 100 Most sustainable corporations in
the World’ by Corporate Knights. With the NXT.NOW framework, Tech
Mahindra aims to enhance ‘Human Centric Experience’ for our ecosystem and
drive collaborative disruption with synergies from a robust portfolio of
companies. We aim at delivering tomorrow’s experiences today and believe

that the ‘Future is Now'.

We are part of the Mahindra Group, founded in 1945, one of the largest and

most admired multinational federation of companies with 260,000
employees in over 100 countries. It enjoys a leadership position in farm

equipment, utility vehicles, information technology and financial services in


https://www.mahindra.com/

India and is the world’s largest tractor company by volume. It has a strong
presence in renewable energy, agriculture, logistics, hospitality and real
estate. The Mahindra Group has a clear focus on leading ESG globally,
enabling rural prosperity and enhancing urban living, with a goal to drive
positive change in the lives of communities and stakeholders to enable them

to Rise.

Connect with us on www.techmahindra.com || Our Social Media Channels

Facebook
Twitter
Linkedin

Youtube

For more information on Tech Mahindra, please contact:

Abhilasha Gupta, Global Corporate Communications and Public
Affairs

Email: media.relations@techmahindra.com;

Abhilasha.Gupta@TechMahindra.com
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